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Physical World Digital Twin 
(Real-Time Representation)

Predictive Digital Twin 
(Predicted Representation)
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Components of Predictive Digital Twin
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Predictive Digital Twin
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Predictive Digital Twin
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Predictive Digital Twin

8

                 
                      

                        
                

                    
          

                         

          

                 
                      

                    
          

                        
                

                         

         

          

         

Plausible predicted 
trajectories 

considering different 
maneuvers



Connected and Automated Mobility Laboratory @ UA

Predictive Digital Twin
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Sensor Modalities
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HD Maps
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FMCSA Workshop

12FMCSA: Federal Motor Carrier Safety Administration, USDOT
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Transportation Digital Infrastructure

Funding Agency

PI (UA)

My Role

$1.08 M  

Total Budget

2 Years

Project Duration

Funded 
Funding Status

Project Title: Multi-Sensor Fusion for Proactive Commercial Motor Vehicle 

Safety at Work Zone [Oct 2023]

Goal and Impact: Develop a distributed multi-sensor system (i.e., distributed camera, LiDAR 
and RADAR sensors) and digital twin to ensure work zone safety. 
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Transportation Digital Infrastructure

Funding Agency

PI (UA)

My Role

$1.34 M 

Total Budget

2 Years

Project Duration

Funded 
Funding Status

Project Title: Roadside-to-Vehicle Crash Avoidance Warning System for 

Commercial Motor Vehicles on Rural Roads [Sept 2024]

Goal and Impact: Develop a Crash Avoidance Warning System (CAWS) for commercial 
motor vehicles to reduce the number of fatalities disproportionately occurring on rural 
roads, which have much lower vehicular volume. 
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Transportation Cybersecurity
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Cyberattacks Against Multimodal Transportation
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Survey Results to Understand Existing 
Limitations of State DOTs 
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Why is Cybersecurity of Transportation 
Systems Becoming a Pressing Issue?

Increased Attack Surfaces Insufficient Security in Legacy Systems Weak Supply Chain Security

Lack of Standardization and 
Policies

Increased Dependence on Digital 
Assets

Operation, Maintenance, and 
Training



Connected and Automated Mobility Laboratory @ UA

Threat Propagation Across Internet-of-Things
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What work or exploration is 
needed?

What resources, references, or 
ongoing efforts are available

Security and 
privacy of 

Data

Secure 
sharing of 

information 
with partners

Security of 
operational 

systems

• Security and privacy of Data
      Examples: Analytics, AI, Data quality/timeliness/accuracy
• Secure sharing of information with partners
      Examples: Between TMCs, Digital Infrastructure 

• Security of operational systems
      Examples: Cyber-physical systems, systems of systems

Achieve their mobility, safety, and security goals.

Standard

Training and 
Education

Research & 
Development 

• Standard
      Example: NIST Cybersecurity Framework [ITS Profile -   
                         RSU, CCTV, Traffic Signal]
• Training and Education
      Example: JPO DOT Senior Executive Cyber Training –   

                          Summer 2026
• Research & Development 
      Example: Architecture Reference for Cooperative and  
                         Intelligent Transportation (ARC-IT)
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What current challenges, gaps, or opportunities exist in this area?

Cybersecurity testing strategies 

(Networks and devices; Test case generation; pen testing/testing scenarios)

Insufficient security in legacy systems

Weak supply chain

Programmatic and policy domain

Workforce development
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National Center for Cyber Security and Resiliency 

Funding Agency

Co-PI (UA)

My Role

$20 M 

Total Budget

5 Years

Project Duration

USDOTFunded 
Funding Status

Project Title: National Center for Transportation Cyber Security and Resiliency (TraCR) 
[February 2023]

Goal and Impact: Pioneer cybersecurity and resiliency to defend transportation systems 
and infrastructures against the threats of today and tomorrow. 
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Funded Project Categories
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Starts here

Desired route

Transportation 
landmark

USDOT Future of Transportation Summit 2024, August 2024, US DOT Headquarters, Washington DC

Outdoor Technology  Demonstration 
Securing GNSS-based Autonomous Vehicle Navigation
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CAM Lab Facilities
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LiDAR System
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Roadside Sensors

Radar and 
Camera System
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Visibility Sensor
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Weather Sensors

Non-invasive Road 
Sensor



Connected and Automated Mobility Laboratory @ UA

C-V2X Roadside Unit
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Cellular Vehicle-Everything (C-V2X) Communication

C-V2X Onboard Unit



Connected and Automated Mobility Laboratory @ UA

CAM Lab Facilities
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Hexagon/NovAtel RTK-

GNSS CPT7700 

Software Defined Radios (SDR) 

for cyber attack generation

Vehicle equipped with RTK-GNSS 

receiver, inertial sensors, ZED 2i 

stereo camera and onboard 

computing platform 



Connected and Automated Mobility Laboratory @ UA

Spirent GNSS signal simulator

Interference 
combiner

C50r SimGEN host

Interference 
signal generator

GSS9000 GNSS 
signal generator

CAM Lab Facilities
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State-of-the-art Hardware-in-the-loop Simulation Platform 
Global Navigation Satellite Systems (GNSS) and Autonomous Systems 
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Technology Demonstration
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Thank you!
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